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A Method of Broadband Access Device for Controlling a DHCP Relay User 

TECHNICAL FIELDS OF THE INVENTION 

The present invention relates to a broadband access network device which 
dynamically assigns IP addresses to DHCP (Dynamic Host Configuration Protocol) 
users by utilizing a DHCP relay in an Ethernet environment. The device obtains IP 
address for a client through an external DHCP server and needs to implement control 
and management of the process of address assignment to the DHCP users. 

BACKGROUND OF THE INVENTION 

With the development of broadband network technology, many broadband access 
network devices, such as wireless AC (Access Controller), broadband AS (Access 
Server) and broadband access router, are emerged. Generally, these network devices 
have user access mode of DHCP+WEB PORTAL and the like. Wherein/ in the 
broadband user access mode of DHCP+WEB PORTAL, IP address needs to be 
assigned to the accessed user and to be managed. In the current implementations, 
these broadband network access devices mostly provide a function of assigning 
dynamic IP address to an internal DHCP CLIENT by an external DHCP SERVER 
through the DHCP relay. 

However, how to manage the DHCP relay user when the DHCP relay is enabled in 

the broadband access device is not taken into account in DHCP related protocols. For 

example, in DHCP protocol, broadcast interaction between the DHCP CLIENT and 

the external DHCP SERVER is performed through the DHCP relay, while unicast 

interaction is performed directly between the DHCP CLIENT and the external DHCP 

SERVER and need not be relayed by the DHCP relay disposed in Application Layer of 

TCP/IP protocol. It becomes a difficult problem that how to manage the DHCP relay 

user, i.e. how to enable the broadband access device to control and manage the 

interaction between the DHCP user and the external DHCP SERVER, vary the 

network parameters of the DHCP user, and detect the DHCP user onhne and so on. 

Currently, many methods used to handle the problem in the broadband access device 

supporting DHCP relay are identifying and classifying the DHCP data packets for 

individual and special processing at lower layer of TCP/IP (Transfer Control 

Protocol/Internet Protocol) protocol, such as data link layer. Such methods would 
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require varying TCP/IP protocol stack or depending on related particular Hook 
Function provided by TCP/IP protocol stack to perform related special processing. 
Moreover, such methods cannot be implemented when source codes of TCP/IP protocol 
stack is unavailable or TCP/IP protocol stack does not provide the related particular 
Hook Function. 

The solutions for solving the above problem in the prior art has not been found. 

SUMMARY OF THE INVENTION 

An object of the present invention is to provide a method of broadband access device 
for controlling a DHCP relay user, which method can solve the problem that the 
control and management of the interaction between the DHCP client and the DHCP 
server are difficult to perform because the unicast interaction is performed directly 
between the DHCP client and the DHCP server and needs not the DHCP relay 
disposed in Application Layer of TCP/IP protocol. 

To complete the above-mentioned object, the present invention provides a method of 
broadband access device for controlling a DHCP relay user to implement the control 
and management of interaction between a DHCP client and a DHCP server by the 
broadband access device, which method comprises modifying protocol fields in all of 
DHCP messages interacted between a DHCP relay and the DHCP client and the 
DHCP server during initiation phase of the DHCP interaction at Application Layer of 
TCP/IP protocol, so that all of the DHCP messages interacted between the cKent and 
the server can pass through the DHCP relay. 
The method is characterized by the modifying further comprising following steps- 
Step 1, after receiving any DHCP messages for request sent from the DHCP client to 
the DHCP server, the DHCP relay filling in fields associated with the DHCP relay in 
the DHCP message for request, so that any DHCP messages for response returned 
firom the DHCP server to the DHCP client can pass through the relay; 

Step 2, after receiving a first DHCP message for response returned firom the DHCP 
server to the DHCP client, the DHCP relay extracting and storing DHCP server 
parameters in fields associated with the DHCP server in the first DHCP message for 
response, then replacing the DHCP server parameters with DHCP relay parameters of 
the DHCP relay and sending the first DHCP message for response to the DHCP client; 
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Step 3, the DHCP relay processing any received subsequent DHCP messages for 
response sent from the DHCP server to the DHCP client, determining whether the 
subsequent DHCP messages for response contains the fields associated with the 
DHCP sever, if not, sending the subsequent DHCP messages for response to the 
DHCP client directly, otherwise, replacing the DHCP server parameters in the fields 
with the DHCP relay parameters, and sending the subsequent DHCP messages for 
response to the DHCP client so that any subsequent DHCP messages for request sent 
from the DHCP client to the DHCP server can pass through the DHCP relay; 

Step 4, the DHCP relay processing the subsequent DHCP messages for request, 
determining whether the subsequent DHCP messages for request contains the fields 
associated with the DHCP sever, if not, sending the subsequent DHCP messages for 
request to the DHCP server directly, otherwise, filling in the fields associated with the 
DHCP server with the DHCP server parameter stored in Step 2, and sending the 
subsequent DHCP messages for request to the DHCP server so that the subsequent 
DHCP messages for request can pass validity checking by the DHCP server. 

The method is characterized by further comprising* 

Step 5, the DHCP relay controlling and managing the interaction between the 
DHCP cUent and the DHCP server, varjdng network parameters of the DHCP client 
and detecting the DHCP client onhne according to requirements of user management 
strategy. 

The method is characterized by in Step 1, for DHCPDISCOVER or DHCPREQUEST 
message sent from the DHCP client to the DHCP server, the DHCP relay filling in the 
fields associated with the DHCP relay with values, so that DHCPOFFER, DHCPACK 
or DHCPNAK response to the request from the DHCP server to the DHCP client can 
be sent to the DHCP relay. 

The method is characterized by in Step 2, the DHCP relay receiving DHCPOFFER, 
DHCPACK or DHCPNAK response, extracting and storing the DHCP server 
parameters in DHCPOFFER, DHCPACK or DHCPNAK response, and replacing the 
DHCP server parameters with the DHCP relay paramieters so that a unicast request 
to. the DHCP server is still sent to the DHCP relay after the DHCP client has 
configured IP address. 

The method is characterized by in Step 3, the DHCP relay receiving the subsequent 

DHCP messages for response, if the fields associated with the DHCP server are 
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contained, replacing the values of the fields associated with the DHCP server with IP 
address of the DHCP relay. 

The method is characterized by the subsequent DHCP messages for response is 
DHCPACK message in Dynamical Host Configuration Protocol. 

The method is characterized by the subsequent DHCP messages for request is 
DHCPREQUEST message, DHCPINFORM message or DHCPRELEASE message in 
Dynamical Host Configuration Protocol. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 shows a flow chart of modifying the related fields in the DHCP message in a 
method according to the present invention,* 

Fig, 2 shows a normal time sequence diagram of the DHCP CLIENT obtaining the 
properties of network in the present invention; 

Fig. 3 shows a diagram of an ISP access network implementing the present 
invention. 

DETAILED DESCRIPTION OF EMBODIMENTS 

The present invention now will be described more fully hereinafter with reference to 
the accompanying drawings, in which preferred embodiments of the invention are 
shown. 

Referring to Fig. 1, the modifying of the fields in the DHCP message in the present 
invention comprises the following steps- 
Step 100, after the DHCP relay receives any DHCP message for request sent from 
the DHCP client to the DHCP server, the DHCP relay fills in the fields associated 
with the DHCP relay in the initial DHCP message for request, so that any DHCP 
messages for response returned fi:om the DHCP server to the DHCP cHent can pass 
through the DHCP relay. 

Step 200, the DHCP relay receives the first DHCP message for response returned 
fi-om the DHCP server to the DHCP client, then the DHCP relay extracts and stores 
the DHCP server parameters of the fields associated with the DHCP server in the first 
DHCP message for response, and the DHCP relay replaces the DHCP server 
parameters with its DHCP relay parameters and sending the fiirst DHCP message for 
response to the DHCP cUent; 
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Step 301, the DHCP relay processes any received subsequent DHCP messages for 
response returned from the DHCP server to the DHCP client, and determines whether 
the subsequent DHCP messages for response contains the fields associated with the 
DHCP sever. If no, Step 303 is performed. If yes, Step 302 is performed. 

Step 302, the DHCP relay parameters are used to replace the DHCP server 
parameters in the fields, so that any subsequent DHCP messages for request sent 
from the DHCP cUent to the DHCP server can pass through the DHCP relay. 

Step 303, the subsequent DHCP messages for response is sending to the DHCP 
client. 

Step 401, the DHCP relay processes the subsequent DHCP messages for request 
and determines whether the subsequent DHCP message for request contains the fields 
associated with the DHCP server. If no, Step 403 is performed. If yes. Step 402 is 
performed. 

Step 402, the DHCP server parameters stored in Step 200 are written into the fields 
associated with the DHCP server, so that any subsequent DHCP messages for request 
can pass the validity checking by the DHCP server. 

Step 403, the subsequent DHCP messages for response is sent to the DHCP server. 

The unicast DHCP request sent from the DHCP client to the DHCP server is 
actually sent to the DHCP relay after the processing of Step 200 to Step 403. 

In the subsequent processing, the broadband access device can control and manage 
the interaction between the DHCP user and the external DHCP server, vary the 
network parameters of the DHCP user and detect the DHCP user online according to 
the requirements of the user management strategy. 

The processing described above can enable all of the DHCP interaction between the 
DHCP client and the external DHCP server, rather than only the broadcast packets 
sent from the DHCP client, to pass through the DHCP relay and meet the 
requirements of DHCP protocol. Also, it can enable the broadband access device to 
implement the control and management of the interaction between the DHCP client 
and the DHCP server. 

As shown in Fig. 2, it shows the time sequence diagram of the method according to 

the present invention. It can be seen from the figure that for DHCPDISCOVER 

message sent from the DHCP CLIENT (client) to the DHCP SERVER (server), the 

DHCP relay merely needs to fill in the fields associated with the DHCP relay with the 

5 



values, so that the DHCP SERVER can return a response to the DHCP CLIENT to the 
DHCP relay. While receiving DHCPOFFER response returned from the DHCP 
SERVER to the DHCP CLIENT, the DHCP relay needs to store the values of the fields 
associated with the DHCP SERVER and replaces them with its DHCP relay 
parameters, so that the unicast request to the DHCP SERVER can be still sent to the 
DHCP relay after the DHCP CLIENT has configured IP address. In the following 
interaction, when receiving the DHCP message for request from the DHCP CLIENT, 
the DHCP relay needs to fill in the fields associated with the DHCP relay. Meanwhile, 
if the DHCP message contains the fields associated with the DHCP SERVER, the 
DHCP relay will fill in the fields with the previous stored values of the fields 
associated with the DHCP SERVER. Also, when the DHCP relay receives the DHCP 
message for response from the DHCP SERVER, if the DHCP message contains the 
fields associated with the DHCP SERVER, the DHCP relay needs to replace the 
values of the fields associated with the DHCP SERVER with its IP address. 

The steps of the method of the present invention are described with combination of a 
wireless access system next. According to the requirements, the broadband access 
server needs to support an authentication mode based on DHCP+WEB PORTAL for 
broadband users. To simpHfy the management, ISP disposes a DHCP SERVER 
serving for assignment of IP address in the network. It is required that the users who 
requires WEB PORTAL as an access authentication mode can automatically obtain 
the properties of the network, such as IP address, by using the external DHCP 
SERVER. Therefore, the method of the present invention is applied when the DHCP 
RELAY module is developed in order to dynamically assign the IP address to the user 
at user side by the external DHCP SERVER and control/manage the interaction 
between the DHCP SERVER and the DHCP CLIENT on demand. 

As shown in Fig. 3, it shows a diagram of an ISP access network. Two AC devices 

are used in Fig. 3, which are ACl and AC2, to complete the access for the DHCP users. 

The number of AC devices is related to the number of users (Fig. 3 only shows one 

network structure including multiple AC de\dces). A RADIUS (Remote Authentication 

Dial In User Service) SERVER is used to authenticate and bill for the users. A DHCP 

SERVER is used to assign IP addresses to the DHCP users accessed by the two AC 

devices. And a router is used to access to Internet. In order to simplify the description 

of the steps in "the method of broadband access device for controlling and managing 

6 



DHCP relay users", the interaction between the DHCP CLIENTl and the DHCP 
SERVER via ACl is used as an example (other interactions between the DHCP 
CLIENT and the external DHCP SERVER via AC connected to the DHCP CLIENT 
are the same). 

The processing steps of the method of the present invention implemented by ACl 
are as bellows: 

1) When the DHCP CLIENTl initiaUzes dynamic IP address lease, the DHCP 
CLIENTl firstly sends DHCPDISCOVER message broadcast Umitedly over the local 
area network. After receipt of DHCPDISCOVER message sent fi-om the DHCP 
CLIENTl, the DHCP relay in ACl device fills in the fields associated with the DHCP 
relay and sending DHCPDISCOVER message to the external DHCP SERVER. 

2) The external DHCP SERVER sends DHCPOFFER message to the DHCP relay in 
the ACl device after completing the processing. After receipt of the response message 
DHCPOFFER returned fi-om the DHCP SERVER, the DHCP relay in the ACl device 
extracts and stores the values of the fields associated with the DHCP SERVER and 
replaces the values of the fields associated with the DHCP SERVER with the 
parameters of the DHCP relay. And then, DHCPOFFER message is sent to the DHCP 
CLIENTl. 

3) When receiving DHCPOFFER message, the DHCP CLIENTl checks the network 
parameters and then sends DHCPREQUEST message broadcast limitedly over the 
local area network. After receipt of DHCPREQUEST message sent fi-om the DHCP 
CLIENTl, the DHCP relay in ACl device needs to fill in the fields associated with the 
DHCP relay. Meanwhile, if the DHCP message contains the fields associated with the 
DHCP SERVER, the values of the fields associated with the DHCP SERVER in the 
DHCP packet is replaced with the values of the fields associated with the DHCP 
SERVER stored in Step 2) to pass the validity checking by the DHCP SERVER. And 
then, DHCPREQUEST message is sent to the external DHCP SERVER. 

4) When receiving DHCPREQUEST message, the external DHCP SERVER 
manages the assignment of IP address and then returns DHCPACK message to the 
DHCP relay in ACl device. After receipt of DHCPACK message sent from the DHCP 
SERVER, the DHCP relay in ACl device replaces the values of the fields associated 
with the DHCP SERVER with the parameters of the DHCP relay if the DHCP 
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message contains the fields associated with thie DHCP SERVER, And then, 
DHCPACK message is sent to the DHCP CLIENTl. 

5) Before IP address configuration of the DHCP CLIENTl is completed, when 
receiving the message such as DHCPREQUEST sent from the DHCP CLIENTl, the 
DHCP relay in ACl device fills in the fields associated with the DHCP relay. 
Meanwhile, if the DHCP message contains the fields associated with the DHCP 
SERVER, the fields associated with the DHCP SERVER in the DHCP message is 
replaced with the values of the fields associated with the DHCP SERVER stored in 
Step 2) to pass the vahdity checking by the DHCP SERVER. 

6) After the IP address configuration of the DHCP CLIENTl is completed, when 
receiving DHCPREQUEST, DHCPINFORM or DHCPRELEASE message for renewing 
lease sent from the DHCP CLIENTl, the DHCP relay in ACl device fills in the fields 
associated with the DHCP relay. After the IP address configuration is completed, if 
the DHCP message does not contain the fields associated with the DHCP SERVER, 
the fields associated with the DHCP SERVER does not need to be processed. 

7) After the IP address configuration of the DHCP CLIENTl is completed, when 
receiving the message for renewing lease such as DHCPACK sent from the DHCP 
SERVER, the DHCP relay in ACl device needs to replace the values of the fields 
associated with the DHCP SERVER with the parameters of the DHCP relay if the 
DHCP message contains the fields associated with the DHCP SERVER. And then, 
DHCPACK message is sent to the DHCP CLIENTl. 

8) As a result of the processing described above, all of the DHCP messages between 
the DHCP CLIENTl and the external DHCP SERVER are able to pass through the 
DHCP relay in the ACl device transparently so that the broadband access device can 
implement the control and management of the DHCP interaction between the DHCP 
CLIENTl and the DHCP SERVER. 

9) During the above described process, the DHCP relay in the broadband access ACl 
device can control and manage the interaction between the DHCP user and the 
external DHCP SERVER, vary the network parameters of the DHCP user and detect 
the DHCP user onUne according to the requirements of user management strategy. 
Industrial UtiUty 

The technical effect of the present invention is that all of the DHCP messages 

interacted between the DHCP chent and the DHCP server are enabled to pass through 
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the DHCP relay by modifying the fields of the data packets sent from the DHCP client 
and the DHCP server, and it can be easily implemented to control and manage the 
interaction between the DHCP cHent and the external DHCP server, vary the network 
parameters of the DHCP user, detect the DHCP user online and the like according to 
the requirements of the user management strategy by controlling the DHCP relay. 
Furthermore, in the present invention, only Application Layer of TCP/IP protocol is 
needed to be processed to achieve the predetermined purpose of control/management. 
There is no difference from the ordinary network application layer software. It is not 
necessary for the present invention to modify the TCP/IP protocol stack or depend on 
the related Hook Function provided by the TCP/IP protocol stack. 
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